2010$ 7fl 7B 14*38* SU6IMURA PATENT INT. 

espacenet — Bibliographic data 



NO. 7253 P. 1/30 
1/1 xc~v 



Cited Document 2 



DEVICE AND METHOD FOR RECEIVING CONTENTS, STORAGE MEDIUM AND SERVER 



Publication numbers JP20D2123496 (A) 
Publication date: 2002-04-26 



Inventor (a) i 
AppHcant(s): 
classification: 
- Interna tionah 



EZAKI TADASHI + 
SONY CORP ♦ 



Alsa pubDshed ast 

t§U$2002120574 (A1) 
^ U57035627 (B2) 



G0QPI3/QQ; G06F21/OO; G0EQ3Q/0Q; Gf O7O5/02; H04LW0B; HMNM4; H04N7M6; 
WWW7/1 67; G06F13/00; G0feF21f0O; 606Q30/00; O10K15f02; H04L9/G8; HQ4K5/44; 
H04N7/16; H04N7/167; 0PC1-7): GQ8F13/Q0; G06F15/00: H04L9/O8; H04N5W4; 
H04N7/16; H04N7/167 
- Europe*m G06F21/OON7D; G06Q3G7O0C 

Application number: JP20000316395 20001 017 
Priority num*er<s)i JP200OO316395 20D01O17 



Abstract of JP 2002123496 (A) 

PROBLEM TO BE SOLVED: To provide a contents receiver 
corresponding to a ploraBly of RMP$(Rlghl Management and; 
Protection) systems drawn up in each contents distribution 
system. SOLUTION: Only formats for regulating the specifications 
of the RMPs composed of information such as contents charging, 
security and copyright protection are unified. Each contents 
provider inputs enciphered contents and right processing 
Information In a format conforming to the unified specification. A 
contents use* skfe can decode and UlMza contents, regardless of 
their PMP systems, on the same contents receiver only by 
preparing a plurality of functions corresponding to the respective 
RMP systems. 




Data supplied from the espacenet database —Worldwide 



http://v3.espacenetxom^ 2010/08/29 



20101 7fl 7B I4*39fl SUGIMURA PATENT INT. 



NO. 7253 P. 2/30 

Cited Document 2. 



a9)B*B»»S l (JP) 02) & m ijf 




(a) <mmm$ 

#$2002-123496 
(P2002-123496A) 



G0 6F 15/00 
13/00 
H04L 9/08 
H0 4K 5/44 

r/ie 



3 SO 
540 



PI 

G0 6F 15/00 
13/00 

H0 4N 5/44 
7/16 

H0 4L 9/00 



330Z 53085 



540S 
Z 
C 

60 IA 

OL (&29JD 



5C025 
5C064 
5 J 1 04 

flUREMK 





^200O-319395(P2000-31ffi95) 


Cn)HWA 


0000021S5 








ysHMMfc 




WWWfl J7B (2000. 10. 17) 












fCAif^T 3E 




■ 




«^Pfijl|K«flyi|6TB7«QS^ V- 














(74MSKA 


100101801 



















(54) bss9©**m a>?yy&fflmm3>5->y8tam, mm& iitft***-^ 



(57) bsea 

( mm SnvT^iat^Tixftc^stia® 

U£©RMP (Right Kanagetent & Protection) 

2©«a» & * s rm p omzmtzi&ttD 




2010$ 7fl 7B 141409 SUGIMURA PATENT INT. 



1 ] m&fflSRim ' fiM (Right Hanagenent 
ft Protection : RMP) t&£Mr>X$tfm£ titty 

fifi3yrVy<MWIBa ■ «BJ5««HW-*WIII? 
Dm2]MfVI*fflB«li. ay*5/?0» 

m^mom^ tm^^nrnm, msm 

APS (Analog Protection System a 
( tryg^CGMS (Copy Generation Management Sys 

teaO &H) v ffl®Mm&£Vk ^yryMXt 

A, 

Mia«pj®is^stt, i5ta*put a • fiwe^*-/i* 
**»*« i KwmxyryvjtGssL 



NO. 7253 P. 3/30 



^2 002-1 23496 
2 

mmmm^mt, mimwxyrvyitm 

<omx-mm LR.wa$mtn y?yy 1 1 ny 
kmmyTyymm. 

C@!*S1 2] tiMBMtfiWRlit ttflBBHfeoav 
$E&£££?TAP S (Analog Protection Systen) jffl 

[S$8 1 4] ■ ffil (Right Hanageme 

nt & Protection : RMP) TJSfcBiJoT® 12*133 

BW<Ol]& APS (Analog Protection Systen : ^ 
vWa y^CGMS (Copy Generation Hanagenent S 
ysten) , ffiiSWtiS*^^ nyfyyfex 
tnyfy^Mmmmmmt 



2010$ 1H 7B 14442ft SUGIMURA PATENT INT. 



NO. 7253 P. 4/30 



(3) 

3 

mm 1 8 ] mm - m^mmmmm^m 

^a-^E^TS^ayryyoWJfflafcfj^ t 

bmii 9] mhtcay^y^mm^yf-y 

ES^2 0) a£«aaaxr971«:*«aaaaH 
©nV7 1 yy£fc$tS3yryyf$Xry7'fc£# 
z. t%mttz>m$& l 4 KEt<03yr yv^mH 

t t^ir#t^3ii^ 1 AKm.(oziyryv^m 

( 

u 

y mmmm<tLitmz®m s a yf yysa 

•o^yry^gifiis. 

©a*wWtf*ft»sWBat^ay?-y^ m 

HKWHra^^y 7fc38VTg€{t; Lf-dMCSI? 
PWfb LfcftfciWflKJ y^y y k 1 fcfcffilfrrs a 
yf yygtXT-.?^©**, tfc^^fcts^* 
«i 4{tggoayTyyt<l*}*« 

ryyowaaiop^i^'rao^gT.T'y^* 

f *S£ kftaattsaaa 1 4^®<D3yryy 

%mm, 50 



#§32002-1 23 496 
4 

<o?yf commits mt%m\m • mn 

ftQ&WBMMoT A P S (Analog Protection Syst 
en) JKlUT^aPW^tS^asffl^r^T^iB^a^ 

Ltzmttzmmi acmo^yfyv^m 

<Dnyfyy^mtLmmti-tmmi37,f9 
ryygftfrfe 

IfM 2 7 ] P/r&^JfS • ®M OEtight Hanagene 
nt & Protection : RMP) ^fcfJoTffilStlSn 

y^a-^Rif^^a^fc^i/fefBt^feo 
ffif ay^y^^Slts 3 yf y^gf 'ft, 

m^y^yy<mmm ■ m^twmr^^su 
tmw® - tims&Mo-zsMa v?yy *sas&a 

aava • mj3*<»mm®*$h,iimKmL 
[m 2 9 ] ^nw^Jt a • &gD»#JSL 
• m*\>*-)\>m\>^yTyv*%M%^& 
Coo o i] 

ry^giSSRff^yry^gii^afc^Ox ^fcv 
yTyy&im.<omm$fit* 3 y-f yygi^g 

[ooo2] sfcffi/<a, *58«^ mvgmz 

It SBt^te yxyy^S^tsnyxy^Sf 
Rtfnyry^§S^S{t«t>x ayf yyaft 

yr-fftH^slMlife^lStJeitsnyTy^s 
fits ayTyygfi^s&if a y^y 'ygf^^ci 



2010$ 7fl 7B mn SUGIMURA PATENT INT. 



NO. 7253 P. 5/30 



• (4) 

5 

[0003) 

yy fcl/ra y t*a-* ft H <01§f8i8§±THx' D Kbtt 

& fc3Wi^y£-*yF0£5fc£$Wfc*yr-7 

[0 0 0 4) (^ayryy^t&ayry^Mtfcl 
-^-eKfc^^tiTt^. ayryyEfSffifcAtt 10 

ayr-y^-fflia^oiHWfc »|$ 
tt&ayyy^HgSfcAoTJ: 9*vflH*awf *c fc 

CO 0 0 5] HM, tH?MWa-H • 

y?#, flfiw^oflpa^yywHHft^T 

CO oo 6] cfliSfcayxyyg^stotk^c 

A S (Conditional Access Systen GSS§ff) ) AS 

t w 4?. h i * t •*» cas ^-^<D3 y?ytftt 

CO 0 0 7] USt^tayry^l^-fAm 

3 yf yy • 3>t^ ' fwufw 

Co 00 8] ayfy^BMOHnt, fflU-tf. BS 

(Broadcasting Satellite :J5[^i) CS (Connunic 
at ion Satellite :»fiffi£) HSWSKiSmMLIt 

<f y£-*» hAOggftHtlXMtffc'f VP-fry h 40 

r- ■ u-— ex ■ ^rt-f 

CO 0 0 93 -*a~!fl*» fliLtft^rtteBiaayr 
ifcfcft Lfca yfy?*SI*a a >f y 

85*tf STB (Set Top Box) ©iSftrM^S? 

.fcv*. ifes y*-*9 KCAT»3y^yj>*«at 
sayry^seafts W*»% ^Vt/U'ny^a 
(PC) 0£9ftHm«MHaTJ>T*v\ 

3 yxy^ssttt. a- f • t* *$m%pmu so 



#12002-1 23 4 96 
6 

co 0 1 0) 3yyy^3MMWWSA«^UT3yy 

yf *s&f *fe»ictt» #sts¥it «fc«isuftc 

AS (BBSS® *-F«fflitT*<j6aiiW5*. * 
ft, marayfyyftSffll'itefeK 

y F«rbT-f y*-*? hitsrrsisetffts. 
Co 0 1 1) aaswNwayryysHiicjrr^jiffl 
^saaBrtrr^ftftictt, «jx.«casa-f ass 

\\ *fe -f y*-*ir h • tf-K* ■ -fniUfm 

yy y^SBKsr *»a*iBa0iBcr * ftftfcit 

WU& E42ftfcfc5^fcayTyysDH*Hi3ag 

% J££f*U£tl\i fit, CAS ^XxA^aHf ' 

7**yhfc*a*£*aH:» ayf yyusiaftftf 

WW«ck*BWkt«fe©"e*5, ayfyy • ? 

. vr ant* 3 y^yyegiaaf**® cas* 

[00 12] ayryy • :/n>^#IHffl8at£*& 

3yry!faJBfHt»Rt*ft«>fc«u oy7-yy-7 
taifciJoayryyawas («Tm rmp ou 

gbt Banagement 8 Protection) fc*J& £^T£c; 
fctfWffifift. RMPOFf»fc» N AOftftWttts PS 

S^SEOASs APS (Analog Protection System : T 
^□if^ay^CGMS (Copy Generation Management 

System) SiT) , ffi^MUlftH^ ayry^K 

X£3yyy^«fflK^©®9* , ***iT^«. ay 

incfljSt « RMP a yf y 

■ktlBiayrys/tStSWiel^U WBtftt) 

yryy • ^n>v^ojja«iwc#LniAiHM) 

[0013] bfrbfttf&« ^yfy*m&, 
tmisihiKt^RMPAs^ -«at> £3 

yryy • ^/vwnwrsayr-yyiili ^f- 

fttaisrn?iix His^RayfyyE®. May 
^yvEjfefeoTt, ayry^ffii^r^tsa 

t*kKCayryySS8U:'?ttia^b , P*4v\ t 



2010* 7JI 7B1W5* SUGIMURA PATENT INT. NO. 7253 P. 6/30 

m 

\ 



(5) 

7 

[aoi4] MiH ayyy^filHStfaSflayT 1 

3 Z. t<m& t IX, 818*03 yr 5>5>»f^S*.»£ 
[001 53 

Bwwj^t* swain mmm\t, m 

E®miteMm3,mM mzm^ yf- 

[0 0 16] g&W^gftgQ 

T ztsmiteyf yy%WMk%W> 1 5 c fctf t? t ^ 20 

@ftfcayryygtg@&tf3yTyygi*ft£}l 
[0 0 17] *SifiJitf)aftaafl3tfk ay^yjuHfl; • 

T^zmmmm^mt^yTyv^m 

t? ayry^St *tt*»fltt« c fcfcfcs. 
[oois] *^©M4sSfl9ii, fcay^yyffif 

>'Xri Sl fik:^$insJgia'DRMP (Right Hanageie 
nt & Protection) fijSfcftfSf 3 £ fctfT^ £tl 30 
fcaVry^S^SiRtfayryyS^^^t 

[00 19] 

fix jJfS©S*5fa • AS CRlght Management t Prote 

ction ; rmp) J5mcffl?rm&\%?y9yy% 
%{atz>3y7-yy%s$wz&?x, u^y-fyy 
zmtzxyTyygm&t, m^yryvm 

t, mmtt^n^mttiny^y^^mv 

[0020] ay^yy©ii>ijfF- 3i£$^ii, rmp 

sum. 

[0021] xmnm 1 ©Wfc^ayTyygii so 



$182 0 0 2-1 234 96 
8 

sfifc*n& mm a • MBSjmmsa&z* 

So 

[0022] LfcffoT> wwmxihwi • 

Ottftf 9 • Sl^^tBJoft:n>Ty^*§lLfe® 

•^T-feoTfe, l&toay^yygfilfcffl^TagW) 
llfcaayry^l^fca^tacfctfTtS* t 
fcfc-SR fca yry^giat^ayr y ^ £®§ffc L 

[0023] tfe, szyryvm • tm • &g$ % 

SHTett, RMP{fc«lE^a<DayTyyEi*So 
^ay-fyyiMft • Sift • GmSfHSicfiij'SiHS^ 

yr y7©ai^tt^HSHt*iHj±*^s t fc#-et 3. 

[0 0 2 4] tCT-WSMH • ffiMi, ayr 

y-)>©o^fcfi& ^©s^^ ayry^^i?!! 

^ ^S^sEO^s APS (Analog Protection Syst 
en: Y^Ot^gypCGMS (Copy Generation liana 
gement System) *iT) s finffiBH ^H<0, ayf 

y^ixtayr y^?iJffit^<o®e*a^t^ fc<o 
[0025] ayr^a^asii, 2&a^i;^ima 

[0 0 2 6] ayry^SiSSis ^Jf 

i^Tg§ayryyoftwa*ffa c fctfrt 3. 

[0 0 2 7] ayry7§l^®i, ffil^Jf 

fczmmm • fi@Fes?awl/*ffii^T^®ayf 

[0 0 2 8] ayry^glSSH ayry^ 
^^S-rsayryy^Si^^AvWTti^o M 



2010$ 78 7B 14*47* SUG1MURA PATENT INT. 



NO. 7253 P. 7/30 



( 



( 



(6) 



?0&a&03yTyy*&ug:3yryy^^gfcJ&$ 

[o o 2 93 loia^i yTyy^mmmt* a yr 
ft^tgitSo t«D,t5^tx t»*»£i£ 

feftte WfSfca y^yy £ t fe fca y^yy 
[0 0 3 13 **. TfoPtPMaim Sfsyry 

«0tta@BfiKfl!ot:AP S (Analog Protection Syste 
UP?**. 

[0 0 3 33 tHSMmumi^ 3Q 

\i\ <1© ( }:5&&& (fltfUflEEE 1 3 94<oi'5 
• *y h^&ST-t^&Mfcay^y 

y*K8rrs«^, l a m&?^~v+}V ■ aye 
3.-$ (pc) oj^&fr^s^TAJcayTy^ 
3KS lt77'; ^-ya y^ffl^Tjaa-rs^T'So 

[0 0 3 43 *fc, *38lfl<D£2<DNiBtti fir^OWJ 
f S« (Right Kanagenent & Protection: RM 

p) 3saKMoxiafi«*i83yTyy*5fflt*ny « 

t j: awttfawaw^T, g^t sttftti • gars 

[00353 2 ombk fl& a y r y y gf 
£<Dd-*tiHtt%lcttT\ mfrT-yfrnMnyr so 



NM2 0 0 2-1 2 34 96 
10 

yvommm • uwmtmn-c, mm*?? 

^fcllRftfc JIV>T3f n y*y? JMBMSira c 

[o o 3 63 mfflumxr*?*^ mmur 

[0 0 3 73 fcSWi, I^W^TV^«WW» 

sadfcfrvf, $3-r«fftf@a • fisted-; W 

to o 3 83 rata • mjmmm 

a • Sfc#i-->k±i*XT*7** &fc«*TV»Tfc 

[0 0 3 9] life SfiL^ayfy^mtsay 
ryym*ry7££A/vWfcJ;v\, 1313 

m^yTyy^^ti^Kixh^ 

[0 0 4 03 M^n yf-yvgff^f- f TTMfflf 

36o»7ia§fl:s*i?a^LTS!gs*U5 n yf yy*s 

ft Lfcgfla yr y7 ««KDft7SK9 ft 

ts □ yfyyWfcT.T »7««jLtv^t t 
[004 13 £fo iKayfyvai^yrwfc. 
^oahw^fc^ififtJiHt-PlHi* *vs ^ y-f y^y, 

SKflclWWMWfc bftB»ffc«««it 5 i 5 Sff 

^HPt^ft Lft»ia»«fc=i yfy y k k W8»t 

[0 0 4 2] JRJfc, gfigtiPW!ai7r?7fcteit«Si 
3yfyyo^i!!SiOD^fi[tSo^SXT7 

[o o 4 33 sfcv MEWifjraR^y^fcisswsa 

IB5SC©ftBBB*fcffi5T A P S (Analog Protection 
System) MLTfflKWSMRIIftX?97M* 

[0 0 4 43 *fc «SMa«lXr97fcJ:*««ffl 



2010$ 7/j 7B 14*49* SUGIMURA PATENT INT. 



NO. 7253 P. 8/30 



li 



(7) 



$$2 002-123496 
12 



p) *Sfc»j?TEi«n3a>x^yo§<Eiaa*3 m &^yTyym i y*fhMKW£.z*i%m<o 

yi?*-* • ^XrA±r£15tS£5fc:§2S2tifc:3 RMPJcfli^StfctfrSanyryygf ISEfco 

SftKlffifai/fcfBiSlftT&ot^ MfBsytfa.^:? ♦ [0 0 5 2] RM P Its Right Management ft Protectlo 

y7\>Vz7l&M$3yfyy%&$t%nyTy x y ntfU&^&tK TV Anytime ForumrfiJ 

m7a-v7t, mzyryyomim-ums io v^*vt^8t&-e$3o hv-t&tbit 

aVKa^'SttfAMfl/C; ny\ta.-*'V7 [00 5 3] RMPfctk <kt>ftftWKfiju tf9fttf>£ 

SftTSS. c<D*548fttt* m& CD (Conpac *S&9fi£fi3> BBW7V7SBHIHB. ffila&E® 

t Disc) -S>FD (Floppy Disc) , MO Olagneto-Optic 20 ^ APS (Analog Protection Systen : V^ptTS? 

al disc) t£E<^M&&^M£®&ffl&&?%>%. a GMS (Copy Generation tfanagement Syste 

»-*-y7h*x7««Jfe03yii*~*'^ri [0054] Zltl50JSBfr&&*RMP©{:Hi£$£ 

COO 4 7] c<D£5fciMft«\ nytfa-^ • */ 3yryvfcAa**UiJft\ co±53ftft^» ^yf 

na-rsfcfto, aye*-* • v7 b?x7mm rar^ ^©RMP^stMfSUciffi^^tb 

mtn& *mto%$<omitm%m# r>yr;&oT^ ntx^yyjmt&mA, 

{ ZftLrffi&tozyVa.-* -y7f7x7*3yea zwi\z#r*ctim** 

■ e/x^Afc^yx wvrae: fcfc.fcoT, sy Coos 5] RMPtfcBlgM, tel ffinsyf-y 

i^-* • y*rA±r Jit&($6^ffitf5®i2ft, 7fc#ft*S;t ^T^O-Sfc LTfi»r« c fctf r- 

**. t«. flute, r^^^ai^Ho^ ftig*e# 

C0048] ttHKMNOffEfe *tt?ft© Ifcttlfctar-^^lr-^LT;**?-*^ 

^-/hhsws^k^ «wia • fl®tsa<oa»j 40 co 0 5 si m 1 fcfct rm p *s?i-;uo«s««« 

*WI**MSe*W8BFLTv SU5**«HIf a • fift SLTVSS. RMP^a-Mt ftlf, STB (Se 

*s?a->i*8&r *#a** c fc«wt*t t Top box) ^©iKWBfitca vf ^ssaicrtK 

c 0 0 4 9 ] $fcv *8$08r 5 mmis ztizm ^n.-)vm^rmt^ c t*^T' t ^ae^t 

ayr>7«B!ltS*9fc, ^Ait^C CO 0 5 7] ®l^ai±S*H©^^br§fI 

[O05 0]*lffli<o*5fcffloi», MttHAifc 50 ^fy-^iffiWyp-F?^^^ ^ 



Co 04 53 tfe, ^saiosaoiime, iscusd 

19 ■ &f£ (Right Uanagesent ft Protection : RM 



C005O 



*1 

2010$ 7fl 7B m\1 SUGIMURA PATENT INT. 

i 



NO. 7253 P. 9/30 



(8) 

13 

yy&wtlt*. 

[0 0 6 8] WWBJSftHOayr^^ftttayr 

B^ayf-y^IK fca©l»3i$iB (Decryptor) 
*Mfflr?*>K RMP*3>»~;M*, $£*tlfcfli^7 

7^y?;tJMW5'*-7x~XtJ*a. 
[0 0 5 9] frayrWfcAhKLT^^^ 

( [ooeo] #PBS*#-f-#fc»v a y^yy&S . 

MP^^a^vtis $£©7*~v^ vtfti^iiaa 

[0 0 6 1] ffiffiayrym {fOAtfayry'^ite 

(Distribution Key) fc*oTPjH9<t*ii«SiT, * 
^3yTy7fcfcfefcfisB3ftT<*. RMP*J?a 

TBSfciftfcayryyafclfiHU «BC MPSta? 
ftftayryyttSfll^-nWft^yTyyejlHW"^ 

□y^y^tayry^^^^SS^fcay^ 30 
yyBiftfjitts^Mfcfcfet* RMP*7;i- 

ft a y? /yiWW fc LT Aft? 5 A 
[0 0 6 2] £ ft, ay^y^Hft * fcflH9SSfci3V> 

fe, RMP*7a-;V©& 

»»ji**^MA*y*-7x-xi*t*i*;J!jt 40 

[0 0 6 3] ftfttlBtftftttJ: LT, fljtlfc 

ftHftHKtfclMMII. BBtO»B**BWBW6J: 

[0 0 6 4] 3yry^««#fc*it*s«»raM)fcJ6 
e, 'w-fey^ ©i3ftayryy«tt • m • Gffi* 

c©A5ftta-by3'{^LT, H&*»8ic 
I8t«h7yiff5'3y*fjdft»<^&jiaa^y^~ so 



&H2002-1 23496 
14 

7x-X4to, RMP*^-Mi\ gjilfv A-F 

y^y9aresfr&3£B*vc< so^ts^TS^M 

[0 0 6 5] RMP*S?a-/W4x $?fl$8ffiw©£t:3 

yyyy*XAt4ft»«iWfk3yy vsw y*~ 

7x-X8$*T^3£fc8|Bc&'<fc® R 
M P t S>x-M4, a yr yy ©Silte bfe5fijffl©fe 
*t» JlfflWllEOayyy , 5»*?|tfA-K.'7»^^ 

SattlBwaJtw^y*-?*-^ ayf-yy 

£DVD (Digital Versatile Disc) £H©yA-A*7 

* • ^7 t ^7JbESSfrraft»^y3'-7x-x*i 

&JS©-f y*-7x-xi* % aswayf-y^oiWfl: 

tsetse**. 

[0 0 6 8] RMP«#x-;W*. sfcayr-y 

s\ «swi>\- f • x*tttt*u a-*** • * 
x^TfrBftWBUfcay^yyfcs ^x^i**** 
©fi!i©ftgii®f§?E&?*ftfc©fl^ft^ y*-7x 

-xfefiATv^*. b i fc^tenfi*, ?T*mt l 

y*-7x-Xfc* IERE 13 94££©*-A* 

oyf^m-My^-Vx-m^xx^^ Ti-ti 
df«*-Yy*-7*-Xtt» 7*n*»jS©ayf-y? 

$!§©&#>£> APS (Analog Protection System) ft 
H*J£J3 1 3 . APS Eft. y • 

&?ER8©fifr;£©j£a8lEa £~OTPtiRB«IIft£fc C G 
MS (Copy Generation Management System) — A, S 

CMS&{?tf£S*iSo Sft^ x7*;Vffl;Wy£-7 
x-xm ^iayry^H^k©^ 1 3 9 4 C P 

© <fc 5 &S8R> w • *y * u 7* a yft eottWfff 5 

[0 0 6 7] Sfc, ftBHHHfeOayf'yy&^BSL 

JV-y**'ay*a-* (PC) ©<fc?fc#&J& 
8M&£e8W®77y fr— 7a y*JBWW§SWJ3 

»> ^MSWHjHBJB3S»ayf y^ftBJ*t5fc»© 
*Xb/77y*-^ayfl|^y^7x-X*fi*T 

v3 0 *xh/77y-y-^ayfflw , y^-7x-^ 

3SB3yry7««§ftftK©B»*ff3. 
[0 0 6 8] RMP*'7x-;Vft HtOn-Wx7 

• 3y#-*yhT*«t*ci:tx fcSWk m«7 
a-b-yi)±T^©7n^-5i • a-K«Wit*z:l: 
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15 

[0 0 6 9] RMPftmm7t--?yYO-mVLT 
[0070] 



10 



20 



30 



1^2002-123496 
16 

m ID::=INTBGER{XmmX} 

Contents BncrlpHon Algorithm: :=&(8)BtfCB{ 
algorithm 
developppr 
download 



key length 
key parly 
key name 



Mile 
URL 

112 
16 

Content Key 



} 

Content Key Encryption Algorithm: :=SBQIMCfi( 



algorithm 
davelopper 
doT?nload 
key length 
key parly 
key namal 
key name2 



DBS 
Public 

m 

66 
8 

Distribution Key 

Storage Key 



} 

Distribution Key Encryption Algorithm: :=SE(lUBifCB{ 
algorltbn Nou© 

} 

Storage Key Encryption Algorithm: :=SE<1DENCR{ 
algorithm Hone 

) 

Aulhent Icatfon Algor! ttm: :=SEQt!BNCB[ 



algorithm 
developper 
download 
ECC parameter p 
BCC parameter a 
ECC parameter b 
BCC parameter g 
CCC paremeter r 
key length 



DBS 

Public 
URL 

xmmmmm 
xmxtxmmxia 
xmxsmxxxxxxx 

224 



40 



key party 

} 

Log Format: :=SEQ0K«E{ 
log serial nuaber 
purchace date 
purchace time 
content ID 
purchace condition 
purchace limitation 
purchaee price 
copy perm! 55 ion 

] 



yyyyilUjrdd 

hb:cm:BB 
xnofixisix 



XXXXXX 
mm 



4. . 



50 [007 1] ±STC5 LfcRM Pfc$gB£7*-Y -y h 
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17 



D) siRfcftML sf oyTyyxvgmtfzvs^ 

fc, DE $ (Data Bncrlptlon Standard) -#Mu 1 t 1 10 

m ■ WKmmwsxtvi. mit. s^yry 
vsMwrimz rmp m%. ixm% ltv*o 

Mtf&l^&ofco CtUc#U *f8fflft?H\ RMP© 

ttmm, mK^u?\cxirt^tM^yit-yx. 

tt*©fc&fcS£LfcRMP*y^;l/%A^t£Ct 20 

vmv^TUcm^y^yvmk, nmvzm 

[0073] *^qao 1 -3©*3!B£g t LTfet, nyf 

rmp omm litmo*^ Mxrm?*?* 

- F 9 x 7 R M P * V 3. -;l/fcfl t) # jtTfJfflt * £ t 
tfWfetl*. 30 

[0074] zit x msmmtLx. vyvv^r 

K •t^a-;l/tL,TRMP^a-;^^U §Sf 

m**r-*%mix, m.®v7Y*>s? 

[00 7 5] 02fcfct, gfcSRMPttii^giLfclg 

ft©A-K*x7RMP«3?:L~>l/$ft|ftl/r*&. & 
gfgnyf- yy«fc»W*A- F 9 x7 RM P*5?x 40 

-JVfc«f>)§x.TfJ«t^S©3>rV)'5{gll 0 

[0 0 7 6] ra0K^t3>"ry7gf A 1 Ofc^ 7ti 
>h -xypaill lfc, CASMM 2iu 
^lF@ffl©A- F • r W 1 3 AMtf fe 1 3 B 

^ rmpimii 4^ ^n^MaaRMPft^a 

jSfcS^<20 ©RMP*i>*-;HMtffcR 

[0 0 7 7] 7vy\-xyYUi utijtf&ttoi, 

<Dm$® : ?-*--yft%mmMm£, sfix- 50 



2002-1 23496 
' IS 

[0078] CAS&8$12tt, ayxyygfli^ 
^©HTSfcSttfeCAS (Conditional Access Sys 
tea ) fcHtSl&fc&te* ftj&iy* 

yy£®l2ftfc**5y7/M£a©l?& tfztvy 

ESfcsits. flu cAsmmmmom 

[0 0 7 9] A— F • 3 A&tf 1 3 B 

tiU -^©a-F '-r-/X£g|gl 3 AttRMP^a 

-;Wc £ 3*PJ$ffllffiJco:K@©:a yryy©i&fc&ffl 

**u flw©A- p ■ TYXt>^@ 1 3 mmmmm 

©:Wi©3yxyy©t&fc$fflS*iS« flu a— k 

• 7V X*3SSl 3 ARtfl 3 B«, tWfcSV>{C$fi 

&.LitmT'&mm\z%<, m& #~©a-k- 

[0080] **^0ijm Miaa^^T-^©-gp 
©St ©isijto (rmp im ffmmnrv 

5» RM PflEmS 14 fit, A-K'7*YX*«|tl.3A 

^^siii!ia^^T^^*ajuTs rmp im 

m%!LTs 2-3 (^) ©RMP ; Er^a-;HMtf£R 
[008 1] RMPt^a.-^lMtfJcRMP^i- 

t a y fcwiir aaanaiy ^ f-ww 

SfeJ6©loA>©^y^-7x-X (USE) £fll*1V 
5» RMPOKlWMlC*D<W«ftftRMP^a- 

;HX»RMP^i-;l/21i, «fiUHW*f«-*fc 
3 yr ©S^tfb, fl^a y r tlx ©#Slf} 

a- K • f'tZtm 1 3 B^U A-^7> • 
[0 0 8 2] tit, 03fctt, 

©a-F->x7RMP ; E^-;U*M1LT^ *S 

yr y ^StS^t a a- f £ 1 7 r m p 

[0 0 8 3] BHfcSt«"5tt, 3>'fyyg{§ffi2 0 
tt N 7a^h - x>HSP2 1 A-F • T^X^SIg 
2'3t, RMP»JSP24U #RMP^a~;l/124 
tfRMP ; ei>a-Jl/2i:, f*aHfffl*«l2 5*. M 

• 2 6%ftLxmmznrc®f&£& 

[0 0 8 4] 7oyF-xyFa52itt> 3f^f-P*;b 
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F7-? ■ Jy$~7x~Z ■ *-FT?£ST£i: 

[00 8 5] A~F*7VA*SB2 3tt. RMP«? 
t), ^®l&©{»3yry7*^t3fe&fc$ 10 

[0 0 8 6] MlS**^-* LTW&£h% RM 
Pfctt, *©5^I$Jtafc&©Et<O^BlJf?8RM 
P ID^JlJjgeftTV^. RMPl»2 4tt> 

— f • r-f x^g2 3 ft zmam* * %m 

HJLT, RMP I D&lSULTx 20 O0B CRM 
P 1 Mtf It RMP ^7*-;l/2 <D 5 5 1,8(12 

ftfcRMP I Dfc#jfcT*&©*$MEfc?-$« 
[008 7] RMPqE^i^l/lMtftRMP-t^i- 

3fcft<Z>&oawy*-7x-X (h33$) *{|ATl/> 

3. RMPSWI12 4k±b{«f§|£*lfcRMP' : ES/a. w 
JUXttRMPtS^-^li, ^JJW^T-*t 

3 yryyessiL fits vw* t LTomto 
a* a- k • 5*w zmm 3*u a-; va- • *5V 

7'\Otei^9r^03y7 L y , ^a^fT5. ft*, CAS 
J»fT? C A S*3>;i-;l/*RMP*3>a--*±lcS 

[0088] T^-tfftfjg^ 5 a, tnajmoff 

IMfa. *LTx MPEG2*Hk < fc£jE5M7 ? 

fc, roWR»9 , -*teHl/ , Ctt» PCM (Pulse Code H 
odulati on) F Uft«te«JD» UT3£§ 40 

[0 0 8 9] 04 ks, fflko&SKgSfc&say 

Tyysmsoffi&mitmmi^z, ?y 

^yvSfllS OS, 77 Ftf x7 • «?»-*fcl/T 
RMP*i>a-/U*«*U £Sft3yf-y3>#fcjg£ 

yo-FT**3fcfcoTVVR. 

[0 0 9 0] WHfcSfrJSfc* ayr >Tf»Wl3 0 
tt, 7nyF >xyFIP3 1 fcx CPU (Central Proc 
easing Unit) 3 2 fc, A-F • X*§@3 3 A& 50 



812002-1 23496 
20 

tf3 3Bfcs RMPlS03 4i:, fBfct*U3 5fc* 
fX-VWtem 6 • ^i/3f-7x 
~X3 7 ^ WWMk • A7.3 8 S^btfil^Kn 

[0 0 9 1] 7»>h «iyF»3 lttv JSJBf-t*)!/ 

[0 0 9 2] *'yh7-^--<y^7i-X3 7tt. 
TCP/IP (Transmission Control Protocol/] ntern 
et Protocol) &£©l£©iI17toF3;Wcft??:3 

y^yysfias 7*-f y*-*y i<a£©jwii** f 

itf->S?$ 5 , ttO-fltt V 7 F9x7RMP «>a 

y wfeast aftb Dts *{yit—%>9 >*£©£«* 
ryy*aflf**fiti8i^Ttt, 7nvh •xyh'ii 

3 1tt> **F7-£"C*-7x-.X3 7lC£?>T 

[0093] CPU32ti v **<l/- r-^y^-yxr 
A (OS) OWTFP, ayryyaillsortoiWP 
«WSttfcW»t«if«Aayhn-9-ea5»)x fBfcu& 
U 3 5%fflV^@©7'n^5A • a-F%SH5ft*. 

[0 0 9 4] ^F'7*^X^«B3 3ABh RMP^& 

^a-;i/fcJ:s^jjaaM©*vit?©3yry7©si 

MD**;:, ti«BSm©ttfil©ayTV7©SStS 
ffl^tiS. tft, a-F • r^X^i»3 3 B« N ttmt 
^fflbfe (*«^*6«>Ci6^yB-FLT*^ 
fe) 77|»7x7RMP : Ei?a-;l/©SS[{c*Jffl*tl 
«• A- F ■ tA 7,mWZ 3 A 1 3 3 B & 

A-F-T^X7^g±*l?E«I&ftfeffig^ (0J^tf 

^-r-fyay) TSoTtiK 

[009 5] ^WOy * r-^ fc t TIB* R M 

P I D mi D SfeftTl/^a. RMP fSSlJS 3 4 It, A 
— F • 9*^ X*S»3 3*»5«Bfj(!a>«*5^*«S9i 
fflUT> RMP ID*jW!ll/t, KSt«V7h>>x 
7RMPt^a->WMBi^«y 3 5±teo-F«nT 

m.mw*mr*mtz. RMPi»igu3 4tt, 

-F*x7-3y#-*yhfcbT-ett*<^ cpu3 

2 *^f$7n ^vA o-Ffc bXimtZ z. 1 1 
[0 0 9 6] ftfbHEy3 5±0V7F9x7RMP* 

z:n*6S^t33yTy7K^tsRM 

P IDfctv F LftV^fc»» flSfS 77 F7x 

MU jiotf^fc&afc&cfifcfidi^y 3 5±©fe 
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tDkm&XZ* a-A;V • t^X* 3 3 B _t?i^T 
£77 F7x7RMP*s^-;l>#8Bt3 1 

T, fllrI^V7b7x7RMP*S?awV*$8t3t: 

[0 0 9 7] CPU3 2&, ff^EUSSlfcP-F 
2tlfcV7 F7x7RMPt^a-;V<£3lfi : taci:fc 

3 A *U A-M7";l/ ■ ^7*^ 7^©&$fc iT^ri^rv • 

9 ias^ff ? £ ?t a. fefe, cas mmm 

Kttx &JSt£P^l!?^ xX?7>7;l«fr?T3 C 

( a s zPx-frmmtttmtm 3 5 jbto- Ftn 
co 0 9 8) 7*3«?www3 6 & miwmm 

AH AVn^^ypS&tlH T3-:?titfjg@3 6 20 

~*£#3MbT7ttD WflKMffftr* 1 1 

Ei&gf&x^fcMLTfcfcPCM (Pulse Code Hod 
illation) F LfcftfcfdinSfcajSl/nMpr 

[0 0 9 9) glStti, 3>T^y§ftl3 0lCV7F 

7x7 R M P*^a-;l/&#$ yu~- m&iuboim 

?1£7P^*-F©J££T**LTV^. OTs C© 

McftoT, V7r-7x7 •*^-;V(0 30 

^7 Fjasucoi^T^-rs. 

( [01 0 0] A-F'T-rX?$g3 3Afcf$l,?fe 

j**r-*£Po$KA-F • T-fztmm 3 a#5^ 

»WUT» RMP*-7;i-.rt/©RMP I D^lfTS 
(Xry/S 1) . *UT, C©RMP 1 DAWf 

ftt-gctsfr^tf-x^ta (X7^7S2) . 

[0101] RMP IDA^t-yh-TSv t&to^ £ 
♦UP 3 y r © R M P * 37a-;WWfcfr 40 

3 5JUCP-F«ftT^8««El*, »"»T« 
a-ty^fc^S!li|4bT, RMPffctlBSlCS^TS 
>TWlBAfclW»Bte»i*<f^ftft (XryT'S 
3) „ 3^t>7S4*^ (Xr^7S 4) v 

[0 1 0 2 ] W5, RM P I Dtffc y F Lfcfro 
^fctt. RMPA*JHiSi8«WSl,T (Xrv7S 
5) , WPkttt&2>V-rt\Z.imbT &t»jT 
S6) , &3f£77h7x7RMP^7;i~;l/£2:© 

tfw VP h 9tf y n- Ft £ (Xxy 7 S 7 ) . * U 50 



881200 2-1 234 9 6 
22 

Tx ^>U^FLfeV7F7x7RMP*$>a-;V# 
n^r^Sf^SOK^yXF"^ (0)JAf& 
*'J 3 5±tcn-F) tS (Xr-y7S a) . 

[0103] RMPA^^Sttx mi-smwm* 

7-£PJ£URL (Unifora Resource locator) 
^tflTVVS. c©i5ft«d; 3yr^7Si^3 

Otts *>yh7-i5"-l'y^-7x>-X3 7ig^-l'^ 
FOJWCP/I P*y r7~*&{tn?U 
RLmT*tlfeU-^^bSiS7^-tXLT, 83 
t* RMP*$>a-;l/£H T T P (Hyper Text Transfe 
r Protocol) yj& F T P (File Transfer Protocol) & 

£(D3S£/P r a;Wc«£oT^7^P- Ft 3 C 

[010 4] Sr$©V7 r-frxZRMPt^-jUsJM 
>XF-;l^Uft^«» ^yr^Si^SOlte^ 

Ts WBsi^^^tLTfiSSar^ifcRMPftasB 

Vy^fcLTOJWSft. A-F-T^X^13 3 

A^>y 2sw^7;v • ^T-f J^vWi.ZV'zyfyv 

[0 10 5] se^t, ea-fey* iLfflm&LT, rm 

^ffofct (Xr-y 7S 3) > □Vr^7S4^^ 
(Xtv7S4) , *^l/-^-y^ft*^7t5 a 
[0 10 6] V7b7x7- ; e^a>-;l/^LTRMP^ 

$>a-;k££J$t3Mri:L-c\ CPU32 ($^V> 

tt^osasaaa^v b) wiima^^x-^^R 

U?1ffim$%milX. 3rS«V7h7x7RMP^ 

«7a-;i/%3^x>7Sfi3 ortSTfansat** 

[0 10 7] 06fc& V7h7x7RMP^a-;l/ 

*3yr-^swii3 ortsq-etiiSfigt^fei&ciaa 

<D7n-^-h{£^oT^ 77F7x7RMP ; E^ 

[0 10 8] A— F • r-/X*&B3 3 AtSfttT* 
^ftay^yyoHt%l!B*t*», MJ&t«««|jPi 

**T—!t*miC»- F ■ f^X7^§3 3 A*5I! 
»WLT, RMPt^a-^ORMP I D^ftS 
(XT77S 11), t<DRMP I D^ffi 

flFl^y 3 SfcD-FS^lTV^RMP^^a.-;!/® 

^♦it-atS^S^^xyi't* (XT77^S 1 
2) . 

[010 9] RMP IDtffcyFt*. d 
ft*^ n >t V7 © R M P *5>i-jWflttfcfr 

^^U3 5±fctJ-F$tlTl/>S«^t^ ^Tt 

UrbV^tSSSSlitT, RMPftfflBftea^vta 

yTyym\cmm&mmom (xr«>7s 
1 3) , ayrwm&tff* (xt77s i4),* 
jaai^f-y^MaiTts. 
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CO 1 1 03 Aft RMP I Ditty h LH^m 

Atf, C P U 3 2 tf$Ofrai&j) #RM P*i>*>-/1/ 
l 8) . 

[Oiii] aytfa-T-i'gy - 

KB* ay^yy©s±*^ire&sg©;*y-fe-^* 

(Xr^^S 19), *$2iSUl^?-y£JSft 10 
[0 1 1 23 aylia-7-i/3>-^)!)^ 

ft-V&om&Mi. RMP{ttiffi£&lig!L 
T (Xr^S 1 7) , fffll^y 3 5_t?RMP*l 
* Cary^S l 8) . *ftttcRMP«IH£l,feg 

ng^fcayTy^Slffl:, H£ayryyfct/t©fl 
Sptffl, a- h . r-^ x*&@3 3 A^'J • 

Co 1 1 3] i&vr» w*tv*fciaaMtLT» rm 
p tawBfifcjt^^T a yr y? RAtHr *n&oa 

%fr-=;fe& (Xt^S 1 3) , 3>-f>Wi^ 

ttrv7S l 4) » *ffl»^-fy^«sft»7t*. 

CO 1 1 4] 7>-K^x7 a^VtLTR 
f-mit^T, Sflfc^LfeRMPtgt^x 30 

SflfflWtt, a yryy© i D*eif-/<fcKi/^t>^ 
t, ay7-y^<gas«ftifr*. SiMidio 

TWtlJl ffi£©RMPfcl$tS 

©ayryy (i&swi, fcSfrkaraCay-ryytf 

ffittetvrvscfc-efe.k^) ^Wcoayry^g 
W^yo-FtsefcT*, na-r*nyfyy© 

Co l l 5] #v>?, ayry^ ■ TD'WjWffiltt 

^fjratTpyTy^E^ff 5 ayxy^st^x 40 

[0 1 1 63 H7fctt, ayxyyiag^XrA l 0 0 

^yxrA i o o&, 3^y« • &#t*#ffl 
^I^ttxtt^§tis^*l^^e%*3yry7 • ?n 

j U?Z 0 0 fc, WE • «ft*Wtay?yy*«att 
S^KJ:oTffi<rr*lSlSiS!Si6S5(jg$tt GOT, 

*fc cs&Rj fc-rs) 300k, 
mzma>TyyjBm&6sm3®Bi («T, * so 



^W2 0 02-1 2 3 496 
24 

t rayyyyjMMJ ***) 4 0 0 fc^jigatfi 
S 4 ayry^gfS4 0 0fi, -J£fc, RIK&tfg;* 

flA^Tl^a y (T V) 4 5 0 tW&tlT^ 

*. 

CO 1 1 7] ayryy * 7o^i > ^2 0 0 ffiffiMZ 

o o k©ram ayrvs/nff • mmcmrzmm 

*$ltfx*>;£trci3!), -ayryy • ~fxxM92 0 Otf 
MfE Cfe*^l4^aJ©ayryy • TnlfXfrBHI 
Uc) ayry7^5^13 0 0KJ|^n*. jffigft 
3 0 0&, ayry^m^bbT, iiftfcigjM&M 
t©^T^grt03yTy i )'gi®4 0 Ofcfotf"tlB 

dt*o 

[0 1 1 83 ayfyy • ^W^OOK, ayr 
yf «ffiW»l:l/TO«a«ffiSft2 0 1 bltWLb 

fe, ayxyyiB&fcgi-rsflSBfcts-ty* 202 

34i§£, ayfy^ • 7toU#2 0 Ottayf-y^ 

%v§mttmm mm s-tzy* 2 0 2Kf&u wss 

>by* 2 0 2 ttayry^lgB^S^to 
CO 1 1 93 f S-fcy* 2 0 Hi, S6lc#ttOHEJH 
2 5 0- s f'ff!l©^Wtai|LT^TfeJ;K f 

S*y* 2 0 2 tt, 414 ©ay? yygg$4 0 0 fc© 
WWS^*WWSa^S«**u ayryyg 

114 o ofc^UT^bayry^^flfflRr^tt* 

fci&©&n t*« a >t y^ sea 400a, 

tT^fflt^-r** ffe> ayTyysit4oo», 
iLTfeU, Sf Lfcayry^^gtack^T-^ 

So 

Co 1 2 0] ay-ry , yg»l4 o o^&f a-iz 
y^f 2 o 1 fc*fbT»> =iyTyy<omu7%Em& 

HfflMbtiK 5. 3yryy§18J4 o oil©a- 
W, M*tf, ayryffflBHaiBaoiWMRSSi 

h ■ *-Ffc**epi^^ mrvz-mQmz 

Co 1 2 l] SSfcit, nyTy^^MtffcEII^ 

5 300 tewzmmmtmLrvs. 

«T» B8«*Hbfttf5, ayry^Bi«fc*»« 

Co i 2 2] 3yfyyRg^fbffli3 l l ayfyy 
. ^p^H^6S^tifeK^t^H©ay^y 
7*, ayryyi (ayryy •*-) Kc*ffl^T 
iHftT*. fiU ayfyy • ^o;W^5H«? 
^ay^y^li, ayxy^ • ^o/W^lcfe^T^ 

a^^fe rmp fta^sfcpoQ ttmit^mmm 
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to 1 2 3] xyryym^itt&s 1 2& mm 

[012 4] ^;l/?-7*l^3 1 3tiv aVrV^Blf 
fl#3 1 lfr&AATS^tayxyyfc, a^xy 

^EfttT, h^VXtf-l* 'XhU-ATS (Transp 
art StreaiD *£j£T3<> l^yx#-h • XMJ-A 

[012 5] CASX£?y773 1 4H\ ^VtVJ 
•ftfi»4 0 0K«V^Tl83iaii**4'«» K^yX* 

[012 6] 09fcli, KSSfifcbTiS^SnSB®^ 
V7^*S@**ny?>y3GttD-W 4 0 0 A<D 20 

a 4 o o a»» aiufta^yyftA-K • **** 

HL^&3yr^yg ; ®l4 o o AKovvmgflt 

So 

[0 12 7] CAS?*X07y?5 4 1 lfctx BScUt 
Wnyh-xyhTUDSfflSfifcx-**, flBSS 

[0 12 8] r^V^L^-M 1 2lis h^yjUt- 

( h - x h u - A*> V9fls3 yf^t as^f k a v t v 

[0 12 9] RMPtr->*a-;W 2 OSs A— 

MVmim (MP ID) JtMWfl«tu 1S&RMP*$> 
[0 13 0) RMP*5>a-;M 2 Ott, ai/j^y?* 
imWLT^Z) Wmiy* 2 0 2 ii&ffiLT, ay 

ryy<0ffils8KD*l§AtS. ay^^afitfl* 

4 2 1 & imM**<f-*i**>vmpv?v*M 

ygKc*#5, t^03yT>^@f|fi|^{tl^4 2 2 

tt, RMP£S?:iHW2 0'tfij|fc£tlTl>&ay?y 50 



#$2002-123 4 96 
26 

yf8J8<0& (X • +~) Rs«ffi^Tayf 



1L 




cii 





[0131] HALfcR^bayf y*y£* Wtotofc 
ht&y?y*mt£^ a-K-5Vx*&S4 l 

3 AttBA-F ■ 7*-f X*8S4 1 3 B}c»f3 0 fl 
U A-H«T-fX^g4 1 3At4 1 3Bf±, %i® 

— f ■ ?4*wvwmm 08AM) fc^iiaffi^ 

(HAS) fcTSlRtt <W*tf» A-rY^y) % 
[0 13 2] RMP*^-;V4 2 0tiv ItAayry 

yofefeOEiaKDOKX^ ®Aayf yy©:gi& 

ut, ^jfcawi^jMfctsHzy* 2 o zm 
mix, m&T-*smtz. 

[013 3] $fc> H 1 0fc& fflS39SfcLT«fc£ft. 

aStayryy *gff5 ay-f yy§tit<D{&(?>fflf 

4 0 0 BtOtfi^^ilfcSUT^So fflEfc^tay 

rWSf8l4 0 0Btt, fiB Ift3^y7*-I/N 

— f • ?vx*ft£0B-*ji«ia®fcimLrfta, 

$4 0 0 b», l&Uftayr y^Si«4 o o At J: 

feUigtSo ut. ®mmi&mxyTyy$f5 

lQ 1 3 4] a-K • r-TX^@4 3 3^«, RM 
Pti>a-;l/4 4 OT'iSSStlfcnyxWMKc&jB 

>TB|#fc?tifc a y r y y R M P a 4 4 

o T&sztiTi^a n >r yvmmM Uhw^ 

[0 13 5] nyry^JSABSfctts 3J>tW^§ 
04 4 1 It, A 1 — H • 7*^X^gg4 3 StoSmt 

So 

[013 6] 3V^y^S^a54 4 HIAbft^ 
Bi^fk3yT>")/^A"F - r^X^@4 3 3frS$ 

[013 7] APSfeagB4 4 3B, ^7 , *^*^0 

[013 8] 09RIF01 0fc^ti3*ayT>yjg 
ifi{4 0 0 Afc *tUJ. avf^ • 7wUm, C 

k$mm.LK.m<t 1 yxf&£M3yTyy*m 



2010$ 7fl 7B mm SUGIMURA PATENT INT. 



(15) 

27 

MlMk, a y^y 7#@?< fc&VWflo y=r y*M K 

y?>7£flMl4 0 OAiTVvDT&S^rSCiljbVe 

0 2fcS<i;£n3©T\ ayr^fWWteff I/OBI 
[013 9] 01 liefe B9fcatlfe£$fc3y7V 

f fi6«4 0 0 AlC^T, gt3Vx>7*A-F ■ 
( 7 £gg 4 1 3 A fclftt 5ft»©SI!fflf 

[oi4 0] ft* ^yTvy%.mm oo AoaHT 

fc*5*»tfcv>«IIBI%*oT^*A«fr era** 

S 2 1) o 

[0 14 1] ^Lfct>#ffitf$lcj&&&ftT^a*§& 
<Dtpfr£ EPG (Electric Progran Guide : WffflSi 
« Uf^S 2 2) . *l/C* ^l&t^tBKI 

23) . 

( [0142] flfrv^ a— &<?>7>J 7 7 pyXA* 

5) e ^lt, f«t^*«a mm) m\&-*v 

*m£%mfet% (Xr97*S 2 6) * 
[0 14 3] ?ttHttQ£!fi:l!fi£Lft. $*W£HR£ 

97"S 2 7) . 

[o 1 4 4] 3sft» hi 2 tit, aasftt bx»as*n 

T^JHWU o o cifc i c a- wztiffiwm 

fflOCAS^a-ZU, ffcfcSBS-CAS I C* 

-F%flaLT*»)x jStLfcayWfc-M/v-F 
• r-f X£NBldMUfc& CAS S/Ar Afcgr5V> 
T«M&^l^glbTSIit2t?-f7 , -c J i&S 4 « 



NO. 7253 P. 16/30 



#M2 0 0 2-1 23496 
28 

[014 5] HSLft^70>h -xVFfciDaia 
X7&B4 5 3<Di5&^fiSf^Ste-l$tSl€n 

[0 14 6] SBayyvyoWIfflBliRMP^a 

->M 6 0 fc<fc t> frfcfta, RMP fcS>a~.rt/ 4 6 0 

io f • T4*i>mi 5 3 tiaatfe3yr>y«ixr 

PWHW (BMP ID) tf&fflStu ffi&RMP£2*i 
Ik I Csb— Ft l/tJ§K*ft5 CAS t^a-;V»R 

m p*e?a~;i/ 4 6 0 ©-awefltet *. 

[0147] msftftay? y?%fl£a-*«k 

[014 8] tmmWf-WKlit, ECM (Entl 
20 tlement Control Message) tUUU (Entitlement Han 
agenent Message) ftfe&ftTV*. ECMtt, CAS 
X fp v WtoWmtZ mOX* 5 v7;M8t K scfclg 
^kl/fcfe<?n?£5. Sft, EMM& ECM£8<fe 

[0 14 9]@^g?4 6Ztt, BS-CAS I C*- 
F«B»ttltV^4?X#HBtK»»fflV^TEMM*» 

ltt, 7-^««Jli^TECM*»|»UT, Xi?5V7 
30 XHBKscttt*. 

[015 0] ¥(ISg(i4 6 4 It, S^g?4 6 2l£feV^ 
6 fttc$mffi®c&3Z x 3 y x y 7 Sflfll 4 0 0 C <0 

glKsc^a^S54 6 5t«SS&t3o 
[0151] A— H • r^X^gg4 5 3ICSg[*tlfe 
gfiayry^W:, CAStS^ Mu I t 1 2itZ 

40 *ffl^T7 , X*7y7WBlt*» 

[015 2] AP S&]iS54 6 6»s l£^t#9»HO 

-A42®ayry^iraaHMaiisLfc«, S£=iy 

[0 1 5 3] ®^fiP4 6 2fc43^Tll6nft38B 
UStt, PPVT^^W4 6 3lCSS^tia. RM 
P ; 6^-;V4 6 0li v JlRiWSSV^^^WteSfil 
•fey^f 2 0 2 IC^LT, P P V5*-*«55£r 8, S 

a-by^ 202a, p p vr-*%gfc, ayf-y^sr 
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(16) 

29 

[O 1 5 4] 01 2^f3Vr^SlS4 0 OD<D 

CO l 5 5] *fe» 01 3fc«, S&ftiibT»£ti 
4 0 0 D«flllfi*flK»fcSl/rv^5. RHKwtay 

tV7£® 14 0 0 Dft, I C*-K{h*nfc®Jfe& 
( ffl0CAS*S*i-/k t£fc£BS-CA$ IC* 

- FfcrtlbTfe CAS *s*9ktcm3»mm 

£TFs liS0£#S8b£tf 6 V 3>7yygf$4 20 
OODKOVTlttffita,, 

CO 1 5 63 gS^VTyyOSSIMiRMP^a 
-;M8 0fc<fc!)f7te;IU, RMP*S>i-;W8 0 
tt> ;v-F9x7 • «7a~-J/fc&lr'tty7 r-9x7 • 

tis RMP^Rittts oaip id) #ttw**u mm™ 

IC*-KfcLTHfltaftl«CAS*S!» 30 
;V4 8 0O-8B6||*f 8. **a7 ♦ ti>a.-;HJ\ 

a-F • r-f X£gg£g^t3 a yr yy ©BPHft 
Co l 5.7] $ftl,tiWvvY • xy FfcJ;!>£f? 

& CAS*J>a-;Vt^t)^BS-CAS I CA- 

FfcAfrStlS. 

CO 1 5 8] ^MS;**T~*'FWk ECM (Eatl 40 
tlement Control Message) t EMM (Bntitlenent Man 
agement JJessage) ^fcflTV**. S£§M 8 
B S - C A S I C *-KCgB»*tlTV^vX*HR 

3„ 3lfcvP* *HM 8 1 tfc, 7-£M$ffllvtB CM 

*fl»bT\ x^7y7;viKsc^is 0 $fa m& 

4 8 2 te^T#&tlfe|g8)1fi8& P P VT~*m 
SB 4 8 3 fcHg£lt5o 

(0 1 5 9] $B3P4 8 4 ft, ft&U 8 2fctft*T» 



1fH200 2-1 23496 
30 

CO 1 6 0] m%4 8 5& X$5y7;)/$Kse£Jl 
CO 1 6 1] **a7 ■ Zi>a-)Vmii.. tt€fk9S4 

8 7*\ ay?y?£itt4 0 ODfc^wo^yTryy 
i S»Ksta«v^T c a s =r7,^y^m<o^yfy 

CO 1 6 2) tit, A-F • 7VX*gB4 7 3fcg8t 

SRWBU ®^S!4 8 McTxy7-yy%mKst* 

ffi^rmitfZ, *bT, APSi«4 8 9ft, e 

g >¥> C G M S -A%E®uyj-yy®g$M%Wl L 
fell, S^VrV^fctTrHr^ay (0^bfc 
V^) ft£0tift«H3&li?ft. 

CO 1 6 33 Sfc, -tl*a7 • t^a-JI/frflk CA 

s f^^ 5>-:7>ms&©:i yy-yvi»m®$m* z 

CO 1 6 4) RMP : e^a-;V4 8 Oti, S1W<&S^ 

tt^HBWlcta-by * 202 ic^tt UT> C A S 
*2 0 2tt> PPVr-^St, 3>^y9«ffllffc 

Co 1 a 5] 01 3t^s-±5ft»iai©3yTyyaB 

t 5 y7;l/@Ksci«a*3l^l©3 yr >7 

a-fey^2 0 2fcjMf lt. a^fyyiwMfteirt-* 

CO 1 6 63 M «±, (*3£0*»M*«i8Wfc*« 

[016 7] 
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[016 8] tfc, *ft$fc.fc:hH m*m&£<» 

Co l 6 9] ffc> ^SPfJfcJftH uy?yym- 

wm%&m^yf yvmrntzm**** y 

K§<tr« e: mito yr yygfgs& 

[0 17 0] *Mfl8titiH £=^7^121 
( i/T.TminW^^WLORU? (Right Nanageme 
nt & Protection) MtdttSt & e: t fftJ* ^ ®H 

tea yryygf mwzyTyvmmz&m- 

[0 17 1] ^satSSayrV^gffi^&tf^y 

^yygiafcicjcfttl xftwyryvmmft 
wmiomzxyTyymw&fciifctzz fctf 
•et, sat y7>Tm®mwfo£toW&*mm%& 

mm\t, m?im&mz<DxyTyv®wtt. 

[0®©iS»S;P)8) 
( [01] RMPqES?a-Jl/©^l^*^Lfc0Tfe 

a. 

[02] mzKMvttmg&httmw^wx 

^kjlftTa^ F9x7RMP *i?x-MzmWz- 

TmtmmzyTyygmmmmftK* 

[03] a45RMP{tH*^bft^©A-K^i 
7RMP^ya-/l/fcffi£tLT*5£, S^M^t:^ 
4|fc®£ta/v- F7 x7 RM P* ?*-Mc®t)% X 

[04) V7F^x7 '^a-Jl/tLTRMP^a 

-MrSjftU ^§nyfyy§ic>g&-r%y7f7 
x7 • **7awl«£0l^)b^7ya-F? £ 

yr yvsms o ©te©#jaw*8s«fcjs 

Lfc0T$S. 

[05] PVTyi'Si^SOtRMP^ya-^^ 



7) ®m 0 0 2-1 2 3496 
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[06] V7h7x7RMP^a-;l/*3yry^S 

[07] ay^y7JS5i^r^OSI»«^^^Uc 

0T*fe2„ 

[08] ^yTy^mtfkMm^Mm^mf 

[09] Bs^ffi^LTffia^nsBiayryy^gi 

io t sayryysiifc-flfH o o a©M£$5£W£ 

[0io] fl^sfet LTMsnajef a yryy*s 

f tSay^yvgliOlBKDffiM o o BQiftftftR 

[011] 09fc^U/c3>7 L >->'§fl4OOA}C^ 
V^T, gfisyf >V%a- F • r-f X*£S4 1 3 A 
fcl$t5fca0ffia^©H^Lfe7a~?-*- 

[01 2] flt^fcLTJti&nSEB 3>xyy*§ 

20 traayy yyssaofiofli 4 o o c*«£$j£ 

[01 3] SfflittkbTaKS«<v«ES3yTyf«s 
{stsayxyysiit&offioGM o o co%ft$g& 

Wfc^bfc0t?S«o 
CfiHKDKlBl 

l 0 •••3yr> , y§l^ l l-7nyh *xyFSP 

1 2-CA.S&J1& l 3 A, 1 3B-m-H-5*-<X 

30 

1 4-RMPlS!ia5 

2 O-ayrVfSlBl. 2 1 -7nyF -xyFfi 
2 3-;v-F. 24-RMP19Igii 

3 o -cry^yysffc 3 i -7oyh 'xyFflJ 

3 2--CPU* 3 3 A, 3 3B-A-F-x^X^g© 
3 4-RMPfHHW. 3 5-fm^^'J 

3 6 -fn-mfrgg.. 3 7--*?» f?-* • -fy* 

-7x-7n 
40 2O0-3yf^'yD^ 

2 0 1 x 2 0 2 -t 

s-ty* Gfci&sis) 

250 ---3SR 

3 o o-aaus (ffiiffi£s&tigsg&) s 3oi- 
mm 

3 i i -ayfyyuHftpik 3 i 2 - 3yfy^®t 

3 1 3-«»#^Wt, 3 1 4-CASX^5>75 

4 o o-ayrV^aMMI (ayry^S^iS^Sft 

so msm 
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(18) £082002-1 2349 6 



33 




34 


4 1 l-CAS7v^9V7^ 4 1 2-fV;V^yV 


* 453 


-A- F ' 2 4 6 0 - R M PtS^a 








4 13 A. 413B*-A-F«*-f**lBI 


461 


•••'<t*tSlk 4 6 2-&§S5 


4 2 O-RMPt^a-M 4 2 1 -ayf y^tS^ 


463 


~PPV5*-*«$& 4 6 4~W£» 




465 


4 6 6-APSjiaSSiJ 




473 


F • 7V * *£&K, 4 8 O—RMP 


4 3 3- -A-F • 4 4 0-RMP*5?i 


-/I/ 






48 1 


4 8 2-m 


4 4 1 -ayr^flS^&S, 4 4 


483 


-PPV^-*ttHW» 4 8 4~W)H» 




10 48 5 


HW* 4 8 7-Pt^ffcS 


4 4 3-APS$» * 


48 8 


-tm 4 89APSMU 



nan 
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#§12002-1 23496 



[02] 




\ 

11 



i 



ISA 



HDD 

A 1QB 



12 







GAB 









©Sib 



HDD 



RMP 



* 



14 



6 



1. . : 

RMP 




turn 





[010] 



HDD 
433 




441 



t 

©=53 K a 




APS 
443 



3>T>ya«H400B 
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(20) 



#19 2 00 2 — 1 23496 



[03] 














x>K«j 

21 




HDD 

23 



RMP 




mm 

24 





GAS 



i[ 1 



1 

■Win 



RMP 

«?a-fl,2 



t 



•* "I II 



»o inmntw rwunih n immiuiimiu w 



I 



23 



301 




201 




(&8f»B3)20Z 
— 4 - 


a*® 




(BMP) 



mm 



25D 
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(21) 



2002-123496 








CPU 
32 




31 






37 














RMP 

UK 

84 





CAS 


RMP 



HOD 
33A 



HDD 
33B 



36 



iiM»m»»Mmmmii mimyiml 



[014] 




OS 

















L.. | 
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(22) 



^12002-1 2 34 96 



( > 




66 



86 



S7 



SB 



I 



c 



«? 



83 



S4 



) 
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(23) #192 0 0 2-1 234 96 



[06] 
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(24) 



ftHj200 2-1 23496 



[08] 



( 




n 
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#012002-1 23496 



HDD 
41 3A 



GAS 
411 




DEMUX 


Tfl 


412 



HDD 
41 3B 




mm 









mm 






421 




422 



420 f 



T 



Kb 



m 

T 
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(26) 



002-123 4 98 



( 




Yee 



1 



Y 



822 



I 



$24 




«awE3xr*#«iPAt Q27 



I 
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(27) 



&B82002-1 23496 



1 2] 



( 




r — — 



461 




eg/ 



I 



am®**?-* i 

i 



4Q3 



998 

461 



i 



Kfio 



464 



462 



T 




m 



B3-CA© 



PPV 

J*. 



APS 
466 



Decryption 
MuIU2 



4B0 

• — — — ^ — » mi-, j 



( ! 
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(28) 



®B}2002-1 23496 



mi 33 



( 




(5l)Int.Cl.' R&iE9 FI r*H'(**) 

H0 4N 7/167 H0 4L 9/0O 6 0 1 E 

H0 4N 7/167 Z 
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(29) $12 0 0 2-1 2 3496 

P£-£(#^) 5B085 AA08 AE00 AB29 

5C025 BA25 BA27 DA04 DADS 
5C064 BAQ1 BB01 BC03 BC06 BC22 

BC25 BB04 BD09 BD14 CA14 
SJ104 AA01 AA12 AA15 AA1S M06 

BA18 HA02 KA35 HA37 PA05 

PAQ7 PAH 



